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PATENT 



IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 



Assistant Commissioner for Patents 
Washington, DC 20231 

SIR: 

Prior to examination, please amend the above-identified 
application as follows: 

TITLE : 

Please replace the Title with the following: 
IC CARD READER AND METHOD 
SPECIFICATION : 

After the title and before the first paragraph, please insert the 
following paragraph: 

THIS APPLICATION IS A U.S. NATIONAL PHASE 
APPLICATION OF PCT INTERNATIONAL APPLICATION 
PCT/JP00/05154. 

Specification at page 1, line 5: 

The present invention relates to an IC card reader/writer and 
method for receiving data transmitted from an IC card. 



Applicant: 
Serial No. : 
Filed: 
For: 



M. Yamada 
To Be Assigned 
Herewith 
IC CARD 

READER/WRITER 



: Art Unit: 
: Examiner: 



PRELIMINARY AMENDMENT 



Specification at page 6, line 10: 
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In consideration of these problems in the transmission and 
reception of data to and from the conventional IC card, the present invention 
is intended to provide an IC card reader/writer and method capable of 
securely receiving data even when the capacity of a reception buffer is small, 
capable of improving the detection rate of transmission errors occurring 
because of the influence of noise or the like, and thus capable of attaining 
more secure data transmission. 

Specification at page 6, line 20: 

One aspect of the present invention is an IC card reader/writer 
and method comprising: 

Specification at page 7, line 17: 

Another aspect of the present invention is the IC card 
reader/writer, further comprising: 

Specification at page 8, line 5: 

Still another aspect of the present invention is the IC card 
reader/writer, further comprising an overrun detection flag that is set when 
said overrun detection means detects said overrun. 

Specification at page 8, line 12: 

Yet still another aspect of the present invention is the IC card 
reader/ writer, further comprising: 

Specification at page 9, line 10: 

Still yet another aspect of the present invention is the IC card 
reader/writer, further comprising a retransmission request state register that 
notifies that the number of said detected overruns has reached the number 
determined in said retransmission request number register. 
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Specification at page 9, line 20: 

A further aspect of the present invention is an IC card 
reader/writer comprising: 

Specification at page 10, line 17: 

A still further aspect of the present invention is the IC card 
reader/writer, wherein said signal level checking means detects the level of 
said signal of the minimum unit in said predetermined period immediately 
after said reception period. 

Specification at page 11, line 1: 

A yet further aspect of the present invention is the IC card 
reader/writer, further comprising: 

Specification at page 11, line 15: 

A still yet further aspect present invention is the IC card 
reader/writer, further comprising a frame violation flag that is set when said 
signal level checking means detects said predetermined signal level in said 
predetermined period. 

Specification at page 11, line 24: 

An additional aspect of the present invention is the IC card 
reader/writer, further comprising: 

Specification at page 12, line 25: 

A still additional aspect of the present invention is the IC card 
reader/writer, further comprising a retransmission request state register that 
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notifies that the number of times said predetermined signal level is detected in 
said predetermined period has reached the number determined in said 
retransmission request number register. 



accordance with Reference Example 1 of the related art of the present 
invention. The IC card reader/writer in accordance with this reference 
example has a function and method of discarding new data in the case when 
the new data is received when a reception buffer for temporarily storing data 
transmitted from an IC card cannot store more received data, making a 
retransmission request for the IC card and receiving the same data again. 



AR/dlm 

Enclosure: Version with markings to show changes made 
P.O. Box 980 

Valley Forge, PA 19482-0980 
(610) 407-0700 



The Assistant Commissioner for Patents is hereby 
authorized to charge payment to Deposit Account 
No. 18-0350 of any fees associated with this 
communication. 

EXPRESS MAIL Mailing Label Number: EL 923263999US 
Date of Deposit: February 1 , 2002 

I hereby certify that this paper and fee are being deposited, under 37 C.F.R. § 1.10 and with sufficient postage, using 
the "Express Mail Post Office to Addressee" service of the United States Postal Service on the date indicated ajbove 
and that the deposit is addressed to the Assistant Commissioner for Patents, Washington, D.C 2023 1 . w * 



Specification at page 18, line 10: 



FIG. 1 is a system diagram of an IC card reader/writer in 



RespectMlj Submitted, 



AllayRatner, R% No. 19,717 
Attorney for Applicant 
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VERSION WITH MARKINGS TO SHOW CHANGES MADE 

TITLE : 

Please amend the Title as follows: 
IC CARD READE R AND METHOD 

SPECIFICATION : 

At page 1, after the title and before the first paragraph, please 
insert the following paragraph: 

THIS APPLICATION IS A U.S. NATIONAL PHASE 
APPLICATION OF PCT INTERNATIONAL APPLICATION 
PCT/JPOO/05154. 

Specification at page 1, line 5: 

The present invention relates to an IC card reader/writer and 
method for receiving data transmitted from an IC card. 

Specification at page 6, line 10: 

In consideration of these problems in the transmission and 
reception of data to and from the conventional IC card, the present invention 
is intended to provide an IC card reader/writer and method capable of 
securely receiving data even when the capacity of a reception buffer is small, 
capable of improving the detection rate of transmission errors occurring 
because of the influence of noise or the like, and thus capable of attaining 
more secure data transmission. 

Specification at page 6, line 20: 

To achieve the above object , the 1st related art One aspect of 
the present invention is an IC card reader/writer and method comprising: 



Specification at page 7, line 17: 



:1 O O & *3 O <3 * Oft 3L M-Q 

MTS-3312US -6- 



The 2nd related art Another aspect of the present invention is 
the IC card reader/write r in accordance with the let related art , further 
comprising: 

Specification at page 8, line 5: 

The 3rd related art Still another aspect of the present invention 
is the IC card reader/writer in accordance with the 1st related art , further 
comprising an overrun detection flag that is set when said overrun detection 
means detects said overrun. 

Specification at page 8, line 12: 

The 1th related art Yet still another aspect of the present 
invention is the IC card reader/write r m aGeegdaaee wife thf 1st related art , 
further comprising: 

Specification at page 9, line 10: 

The 5th related art Still yet another aspect of the present 
invention is the IC card reader/write r in accordance with the 1th related art , 
further comprising a retransmission request state register that notifies that the 
number of said detected overruns has reached the number determined in said 
retransmission request number register. 

Specification at page 9, line 20: 

The 1st invention A further aspect of the present invention 
(corresponding to claim 6) is an IC card reader/writer comprising: 

Specification at page 10, line 17: 
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The 2nd invention A still further aspect of the present invention 
(corresponding to claim 7) is the IC card reader/writer in accordance with the 
6th invention , wherein said signal level checking means detects the level of 
said signal of the minimum unit in said predetermined period immediately 
after said reception period. 

Specification at page 1 1 , line 1 : 

The 3rd invention A yet further aspect of the present invention 
(corresponding to claim 8) is the IC card reader/write r in accordance with the 
1st or 2nd invention , further comprising: 

Specification at page 11, line 15: 

The 4 th invention of the A still yet further aspect p resent 
invention (corresponding to claim 9) is the IC card reader/writer4» 
accordance with the 6th or 7th invention , further comprising a frame 
violation flag that is set when said signal level checking means detects said 
predetermined signal level in said predetermined period. 

Specification at page 11, line 24: 

The 5th invention An additional aspect of the present invention 
(corresponding to claim 10) is the IC card reader/writer in accordance with 
the 1st or 2nd invention , further comprising: 

Specification at page 12, line 25: 



The 6th invention A still additional aspect of the present 
invention (corresponding to claim 11) is the IC card reader/writer-i» 
accordance with the 5th invention , further comprising a retransmission 
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request state register that notifies that the number of times said predetermined 
signal level is detected in said predetermined period has reached the number 
determined in said retransmission request number register. 

Specification at page 18, line 10: 

FIG. 1 is a system diagram of an IC card reader/writer in 
accordance with Reference Example 1 of the related art of the present 
invention. The IC card reader/writer in accordance with this reference 
example has a function and method of discarding new data in the case when 
the new data is received when a reception buffer for temporarily storing data 
transmitted from an IC card cannot store more received data, making a 
retransmission request for the IC card and receiving the same data again. 



DESCRIPTION 

IC card reader /writer 

Technical Field 

The present invention relates to an IC card 
reader /writer for receiving data transmitted from an - 
IC card. 

Background ART 

FIG. 11 shows a conventional general 
configuration of a reader /writer for an IC card with 
an external terminal (hereafter simply referred to as 
an IC card) . IEC/IS07816 is available as a standard 
regarding IC cards. In FIG. 11, numeral 1000 
designates an IC card reader /writer , numeral 101 
designates a CPU, and numeral 109 designates an IC 
card. Furthermore, in the IC card reader /writer 1000, 
numeral 201 designates a transmission buffer that 
temporarily stores transmitted data transmitted from 
the CPU 101. Numeral 202 designates a parity 
generation section that calculates the parity of the 
transmitted data and adds the parity. Numeral 203 
designates a parallel /serial conversion section that 
serially transmits a start bit, transmitted data and a 
parity bit. Numeral 204 designates a retransmission 
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request signal generation circuit that generates a 
retransmission request signal and transmits the signal 
to the IC card 109 when received data has a parity 
error. Numeral 301 designates a 

transmission/reception switching section that switches 
between transmission and reception in communication 
with the IC card 109. Numeral 302 designates a 
serial/parallel conversion section that receives the 
start bit, the data and the parity bit transmitted 
serially from the IC card 109. Numeral 303 designates 
a parity check section that checks the parity of the 
received data and gives a notification to the 
retransmission request signal generation circuit 204 
when there is a parity error. Numeral 304 designates 
a reception buffer that temporarily stores the 
received data until the data is read by the CPU 101. 
Furthermore, numeral 1101 designates a pull-up 
resistor that switches the signal level of a data 
terminal (not shown) to High or Low. 

Data reception at the conventional IC card 
reader/writer configured as described above will be 
described referring to FIG. 11 and FIGS. 12 (a) and 12 
(b) . FIGS. 12 (a) and 12 (b) show the formats of data 
transmitted from the IC card 109. 

During nontransmission, the data terminal of the 
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IC card 109 holds a high impedance state, and its 
signal level is held High by the pull-up resistor 1101. 
Data transmission of the IC card 109 is performed by 
using a character 1200 as one unit having 10 bits in 
total comprising a start bit 1201 having a Low signal 
level, data 1202 having 8 bits (Da, Db , Dc , Dd, De , Df , 
Dg and Dh) and a parity bit 1203. The signal level of 
the parity bit 1203 is set Low when the calculated 
number of the high signal levels in the 8-bit data 

1202 is even, and is set High when the number is odd. 
After the parity bit 1201 is transmitted, the data 
terminal is restored to its high impedance state. The 
signal level of the data terminal is held High by the 
pull-up resistor 1101. On the other hand, the IC card 
reader/writer 1000 on the reception side compares the 
parity bit value calculated from the 8-bit received 
data 1202 with the value of the received parity bit 
1203. When the value of the parity bit 1203 is 
correct, the reception side prepares for the reception 
of the next data. When the value of the parity bit 

1203 is not correct, it is judged that a parity error 
has occurred, and the signal level of the data 
terminal is set Low as an error signal in the period 
between 1 etu at the minimum and 2 etu at the maximum 
after the leading edge ((10.5 ± 0.2) etu) of the start 
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bit 1201. At this time, an error signal 1220 is 
placed 1 within a character protection period 1210 as 
shown in FIG. 12 (b) . The transmission side checks 
the signal level of the data terminal after (11 ± 0.2) 
etu from the start bit, and performs the following 
operation . 

(A) When the signal level of the data terminal is 
High, it is judged that reception is performed 
properly. (B) When the signal level of the data 
terminal is Low, in other words, when the error signal 
1220 is received, it is judged that transmission is 
not performed properly, and data retransmission is 
performed . 

It is supposed that the IC card is usually 
carried and used by a user; however, since 'the data 
terminal of the IC card is exposed outside, the 
terminal is liable to be deteriorated by friction, 
corrosion, etc. and affected by dirt, moisture, static 
electricity, etc. Hence, the IC card reader /writer is 
reguested to perform data transmission to and 
reception from the IC card properly and securely 
against these external disturbances. 

Furthermore, in order that the IC card is widely 
used, it is necessary to attain functions for carrying 
out data transmission and reception properly and 
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securely at low cost. 

Hence, it is desired that the capacity of the 
reception buffer, which temporarily stores received 
data until the data is read by the CPU, is small. 
However, in the case when the reception buffer 
receives the next data when it cannot store more data 
(hereafter this case is referred to as a reception 
overrun) , there is no other choice but to discard the 
received data or the data having already been stored 
in the reception buffer, whereby the CPU cannot read 
the received data properly. When the capacity of the 
reception buffer is small, this kind of reception 
overrun is apt to occur. When a reception overrun 
occurred conventionally at the reception time of the 
initial response of the IC card, it was necessary to 
reset the IC card and to receive all data again. 

Moreover, FIG. 13 shows the reception sampling 
timing for the data of one character on both the 
transmission side and the reception side. When the 
transmission rate on the transmission s.ide differs 
from that on the reception side because a clock 
terminal (not shown in FIG. 11) undergoes the 
influence of noise or the like, differences occur 
between the content of 8-bit data 1302 on the side of 
transmitted data 1300 and the content of 8-bit data 
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1312 on the side of received data 1310, and the 
content of the data cannot be received properly in 
some cases as shown in FIG. 13; this kind of error 
cannot be detected as a parity error. Conventionally, 
a function of detecting this kind of transmission 
error was not available; as a result, the reception 
side received wrong data from the IC card. 

Disclosure of Invention 

In consideration of these problems in the 
transmission and reception of data to and from the 
conventional IC card, the present invention is 
intended to provide an IC card reader /writer capable 
of securely receiving data even when the capacity of a 
reception buffer is small, capable of improving the 
detection rate of transmission errors occurring 
because of the influence of noise or the like, and 
thus capable of attaining more secure data 
transmission . 

To achieve the above object, the 1st related art 
of the present invention is an IC card reader /writer 
comprising : 

receiving means that receives data transmitted 
from an IC card in predetermined processing units, 
a reception buffer that temporarily stores in 




predetermined processing units the data received by- 
said receiving means, 

a reception buffer state flag that is set ( when 
said reception buffer results in a state of being 
unable to store more data , 

overrun detection means that detects an overrun 
in the case when said reception buffer state flag has 
been set and when said receiving means receives new 
data, and discards said new data having been received, 
and 

retransmission request means that requests said 
IC card to retransmit data having the same content as 
that of said discarded data when at least said overrun 
is detected. 

Accordingly, data transmitted from the IC card can be 
received securely , 

The 2nd related art of the present invention is 
the IC card reader /writer in accordance with the 1st 
related art , further comprising: 

a PTS flag that is set only when said IC card can 
retransmit data in character units, wherein 

said retransmission request means requests said 
IC card to retransmit said received data when said 
overrun has been detected and said PTS flag has been 
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set . 

Accordingly, data transmitted from the IC card that 
can retransmit data in character units can be received 
securely - 

The 3rd related art of the present invention is 
the IC card reader /writer in accordance with the 1st 
related art f further comprising an overrun 'detection 
flag that is set when said overrun detection means 
detects said overrun. 

Accordingly, data transmitted from the IC card can 
be received securely. 

The 4th related art of the present invention is 
the IC card reader /writer in accordance with the 1st 
related art , further comprising: 

.an overrun detection counter that counts the 
number of said overruns detected by said overrun 
detection means , 

a retransmission request number register that 
determines the maximum of the number of said overruns, 
and 

comparing means that compares the number of said 
detected overruns with the number determined in said 
retransmission request number register, wherein 
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when the number of said detected overruns has 
reached said determined number as the result of the 
comparison by said comparing means, said 
retransmission request means does not request 
retransmission of data having the same content as that 
of said discarded data. 

Accordingly, the function of securely receiving 
data transmitted from the IC card does not -go into an 
infinite loop. 

The 5th related art of the present invention is 
the IC card reader /writer in accordance with the 4th 
related art , further comprising a retransmission 
request state register that notifies that the number 
of said detected overruns has reached the number 
determined in said retransmission request number 
register . 

Accordingly, the function of securely receiving data 
transmitted from the IC card does not go into an infinite 
loop . 

The 1st invention of the present invention 
(corresponding to claim 6) is an IC card reader /writer 
comprising: 

receiving means that receives a signal 
transmitted from an IC card and including data in 
predetermined processing units to be transmitted with 
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a protection period held therebetween, 

signal level checking means that, in the case 
when said receiving means receives said data in said 
predetermined processing units, checks the level of 
said signal in a predetermined period after a 
predetermined reception period for receiving said data, 
and 

retransmission request means that discards said 
data in said predetermined processing units and 
requests said IC card to retransmit data having the 
same content as that of said discarded data when said 
signal level checking means detects a predetermined 
level at least in the whole or parts of said signal in 
said predetermined period. 

Accordingly, data transmitted from the IC card can 
be received securely. 

The 2nd invention of the present invention 
(corresponding to claim 7) is the IC card 
reader /writer in accordance with the 6th invention, 
wherein said signal level checking means detects the 
level of said signal of the minimum unit in said 
predetermined period immediately after said reception 
period . 

Accordingly, data transmitted from the IC card can 
be received securely. 
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The 3rd invention of the present invention 
(corresponding to claim 8) is the IC card 
reader/writer in accordance with the 1st or 2nd 
invention , further comprising: 

a PTS flag that is set only when said IC card can 
retransmit said data in character units, wherein 

said retransmission request means requests said 
IC card to retransmit said received data when said 
signal level checking means has detected said 
predetermined signal level in said predetermined 
period and said PTS flag has been set. 

Accordingly , data transmitted from the IC card that 
can retransmit data in character units can be received 
securely. 

T ^ e 4th invention of the present invention 
(corresponding to claim 9) is the IC card 
reader /writer in accordance with the 6th or 7th 
invention, further comprising a frame violation flag 
that is set when said signal level checking means 
detects said predetermined signal level in said 
predetermined period. 

Accordingly, data transmitted from the IC card can 
be received securely. 

The 5th invention of the present invention 
(corresponding to claim 10) is the IC card 
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reader /writer in accordance with the 1st or 2nd 
invention, further comprising: 

a frame violation detection counter that counts 
the number of times said predetermined signal is 
detected in said predetermined period by said signal 
level checking means, 

a retransmission request number register that 
determines the maximum of the number of times said 
predetermined signal is detected, and 

comparing means that compares the number of times 
counted by said frame violation detection counter with 
the value of said retransmission request number 
register, wherein 

when the number of times said predetermined 
signal is detected in said predetermined period has 
reached a predetermined number of said retransmission 
request number register as the result of the 
comparison by said comparing means, said 
retransmission request means does not request 
retransmission of data having the same character as 
that of said received data. 

Accordingly, the function of securely receiving data 
transmitted from the IC card does not go into an infinite 
loop . 

The 6th invention of the present invention 
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(corresponding to claim 11) is the IC card 
reader/writer in accordance with the 5th invention, 
further comprising a retransmission request state 
register that notifies that the number of times sard 
predetermined signal level is detected in said 
predetermined period has reached the number determined 
in said retransmission request number register. 

accordingly, the function of securely receiving data 
transmitted from the IC card does not go into an infinite 
loop. . . 



The above 



-mentioned IC card reader /writer 



of the 
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present invention has a function of performing a check- 
as to whether the reception buffer can store data or 
not, and makes a retransmission request to the IC card 
in the case when new data is received when the 
reception buffer cannot store more data. Hence, the 
IC card retransmits the same data; in this period, the 
CPU reads data from the reception buffer, whereby data 
can be stored in the reception buffer. As described 
above, the present invention is characterized in that 
proper data is received securely while preventing 
reception overruns . The present invention can provide 
an inexpensive IC card reader /writer , since data can 
be received securely even when the capacity of the 
reception buffer is made small. 

Furthermore, when a Low signal level is detected 
in a period following a parity bit, wherein the signal 
level must be High (hereafter this case is referred to 
as a frame error) , a retransmission request is made to 
the IC card, whereby it is characterized that proper 
data is received securely in a way similar to that 
described above. In the present invention, the 
detection rate of transmission errors occurring 
because of temporary differences between the data 
transmission rate on the reception side and that on 
the transmission side due to the influence of noise or 
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the like is improved, whereby it is possible to 
realize more secure data transmission. 
Brief Description of Drawings 

FIG. 1 is a system diagram of an IC card 
reader/writer in accordance with Reference Example 1 
of the present invention; 

FIG. 2 is a system diagram of an IC card 
reader /writer in accordance with Reference Example 2 
of the present invention; 

- FIG. 3 is a system diagram of an IC card 
reader/writer in accordance with Reference Example 3 
of the present invention; 

FIG . 4 is a system diagram of an IC card 
reader /writer in accordance with Reference Example 4 
of the present invention; 

FIG. 5 is a system diagram of an IC card 
reader /writer in accordance with Reference Example 5 
of the present invention; 

FIG. 6 is a system diagram of an IC card 
reader /writer in accordance with Embodiment 1 of the 
present invention ; 

FIG . 7 is a system diagram of an IC card 
reader/writer in accordance with Embodiment j2 of the 
present invention ; 

FIG. 8 is a system diagram of an IC card 
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reader/writer in accordance with Embodiment 3_ of the 
present invention ; 

FIG. 9 is a system diagram of an IC card 
reader/writer in accordance with Embodiment A of the 
present invention ; 

FIG. 10 is a system diagram of an IC card 
reader /writer in accordance with Embodiment of the 
present invention ; 

FIG . 11 is a system diagram of the conventional 
IC card reader /writer ; 

FIGS. 12 (a) and 12 (b) show the transmission 
data formats of the IC card; 

FIG. 13 is a timing chart showing a transmission 
example not causing a parity error; and 

FIG. 14 is a view illustrating received data of 
one character and signal levels in a character 
protection period in the processing of the IC card 
reader /writer in accordance with Embodiment 1 of the 
present invention . 

Explanation of Reference Numerals 

100, 110, 120, 130, 140, 150, 160, 170, 180, 190, 
1000 IC card reader /writer 

r 

101 CPU 

102, 103, 104, 105, 106, 107 retransmission 
request signal generation section 
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109 IC card 

201 transmission buffer 

202 parity generation section 

203 parallel/serial conversion section 

204 retransmission request signal generation 
circuit 

301 transmission/reception switching section 

302 serial/parallel conversion section 

303 parity check section 

304 reception buffer 

305 reception buffer state flag 

306 overrun check section 

307 PTS flag 

308 overrun detection flag 

309 overrun detection counter 

310 retry number register 

311 comparison section 

312 retry state register 

401 frame check section 

402 frame violation flag 

403 frame violation detection counter 
1101 pull-up resistor 

1200 character 

1201, 1301, 1311, 1401, 1411 start bit 

1202, 1302, 1312, 1402, 1412 8-bit data 
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1203, 1303, 1313, 1403, 1413 parity bit 

1210, 1404, 1420 character protection period 

1220 error signal 

1300, 1400 transmitted data 

1310, 1410 received data 
Best Mode for Carrying Out the Invention 

The present invention will be described below on 
the basis of drawings showing the embodiments thereof. 
(Reference Example 1)... 

FIG. 1 is a system diagram of an IC card 
reader/writer in accordance with R eference -Examp le,!,. 
of the related art of the present invention. The IC 
card reader/writer in accordance with this reference, 
example has a function of discarding new data in the 
case when the new data is received when a reception 
buffer for temporarily storing data transmitted from 
an IC card cannot store more received data, making a 
retransmission request for the IC card and receiving 
the same data again. 

In FIG. 1, numeral 100 designates an IC card 
reader /writer, numeral 101 designates a CPU, and 
numeral 109 designates an IC card. Furthermore, in 
the IC card reader /writer 100, numeral 201 designates 
a transmission buffer that temporarily stores 
transmitted data. Numeral 202 designates a parity 
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the transmitted data. Numeral 203 designates a 
parallel/serial conversion section that serially 
transmits a start bit, 8-bit transmitted data and a 
parity bit. Numeral 102 designates a retransmission 
reguest signal generation section that issues a 
retransmission reguest signal to the IC card 109 and 
is used as a retransmission reguest means of the 
related art of the present invention. Numeral 301 
designates a transmission/reception switching section 
that switches between data transmission to the IC card 
and data reception from the IC card 109. Numeral 302 
designates a serial/parallel conversion section that 
receives data transmitted serially from the IC card 
109 and is used as a receiving means of the present 
invention. Numeral 303 designates a parity check 
section that compares the received parity bit with the 
parity calculated from the received data. Numeral 304 
designates a reception buffer that temporarily stores 
the received data in character units. Numeral 305 
designates a reception buffer state flag indicating 
that when the capacity of the reception buffer 304 is 
fully used, the buffer cannot store more received data. 
Numeral 306 designates an overrun check section that 
detects that new data is received when the reception 
buffer state flag 305 has been set (reception overrun) 
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and is used as an overrun detection means of the 
related art of the present invention. Furthermore, 
numeral 1101 designates a pull-up resistor that 
switches the signal level of a data terminal (not 
shown) to High or Low. 

The operation of the IC^ card reader /writer in 
accordance with Reference Example 1 of the related art 
of the present invention configured as described above 
will be described referring to the drawings. 

First, data transmitted serially from the IC card 
109 has a character unit as shown in FIG. 12 , one 
character 1200 comprises first the start bit 1201, 
next the 8-bit data 1202 and the parity bit 1203, and 
the data is received by the serial/parallel conversion 
section 302. Next, the parity check section 303 
performs a check as to whether the parity calculated 
from the 8-bit received data 1202 coincides with the 
received parity bit 1203. When there is no 
coincidence between the two parity values, a 
notification is given to the retransmission request 
signal generation section 102, and the retransmission 
request signal generation section 102 transmits a 
retransmission request signal to the IC card 109. 

When there is a coincidence between the parity 
values, the received data is transmitted to the 
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overrun check section 306. The overrun check section 



306 checks the reception buffer state flag 305, and 
stores the received data in the reception buffer 304 
when the reception buffer state flag 305 has not been 
set. When the capacity of the reception buffer 304 is 
fully used because of the storage of the received data 
at this time, the reception buffer state flag 305 is 
set . 

On the other hand, when the reception buffer 
state flag 305 has been set, the overrun check section 
306 discards the received data, and performs input for 
generating a retransmission request signal to the 
retransmission request signal generation section 102. 
After receiving the input from the overrun check 
section 306, on the basis of this, the retransmission 
request signal generation section 102 outputs to the 
IC card 109 a retransmission request signal for 
transmitting data having the same character as that of 
the discarded received data from the IC card 109. 
After receiving the retransmission request signal, the 
IC card 109 retransmits data having the same character 
as that of the data transmitted the last time. 

While the IC card 109 retransmits the data, the 
reception buffer 304 outputs the temporarily stored 
data to the CPU 101. Therefore, the reception buffer 
304 can have a vacant capacity, whereby the reception 
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buffer state flag 305 is reset. 

Hence, after the data retransmitted by the IC 
card 109 was received by the IC card reader /writer , 
and the parity check section 303 confirmed that the 
parity values were coincident, the overrun check 
section 306 checked that the reception buffer state 
flag 305 was not set, whereby the retransmitted data 
is stored in the reception buffer 304. 

In the IC card reader/writer 100 in accordance 
with this Reference Example , after the overrun check 
section 306 checks the reception buffer state flag 305 
and confirms that the reception buffer 304 is full, 
the data received once is retransmitted from the IC 
card 109 in character units by using the 
retransmission request signal generation section 102 
as described above, whereby it is not necessary to 
reset the IC card and to retransmit all data even when 
a reception overrun occurs, and only the necessary 
data can be retransmitted. 

(Reference Example 2) 

FIG. 2 is a system diagram of an IC card 
reader /writer in accordance with Reference Example 2 
of the r elated art of the present invention. The IC 
card reader/writer in accordance with this Reference 
Example has a function of transmitting a 
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card when a reception buffer for temporarily storing 
data transmitted from the IC card cannot store more 
received data and only when a transmission protocol is 
T = 0. 

In FIG. 2, numeral 110 designates an IC card 
reader /writer , numeral 101 designates a* CPU, and 
numeral 109 designates an IC card. Furthermore, in 
the IC card reader /writer 110 , numeral 201 designates 
a transmission buffer that temporarily stores 
transmitted data. Numeral 202 designates a parity 
generation section that generates a parity bit from 
the transmitted data. Numeral 203 designates a 
parallel/serial conversion section that serially 
transmits a start bit, 8-bit transmitted data and a 
parity bit. Numeral 103 designates a retransmission 
request signal generation section that issues a 
retransmission request signal to the IC card 109 and 
is used as a retransmission request means of the 
related art of the present invention. Numeral 301 
designates a transmission/reception switching section 
that switches between data transmission to the IC card 
109 and data reception from the IC card 109. Numeral 
302 designates a serial/parallel conversion section 
that receives data transmitted serially from the IC 
card 109. Numeral 303 designates a parity check 



-23- 



„1 O O ifM O « ; H' H ,. -o & a »•* o s 



ART 3& AMriT 

section 



/& HO 



ftf 



that compares the received parity bit with the parity- 
calculated from the received data. Numeral 304 
designates a reception buffer that temporarily stores 
the received data in character units. Numeral 305 
designates a reception buffer state flag indicating 
that when the capacity of the reception buffer 304 is 
fully used, the buffer cannot -store more received data 
Numeral 306 designates an overrun check* section that 
detects a reception overrun on the basis of the 
reception buffer state flag 305 and is used as an 
overrun detection means of the related art of the 
present invention. Numeral 307 designates a PTS flag 
indicating a transmission protocol for the IC card 109 
Furthermore, numeral 1101 designates a pull-up 
resistor that switches the signal level of a data 
terminal (not shown) to High or Low. 

The operation of the IC card reader /writer in 
accordance with this Reference Example configured as 
described above will be described referring to the 
drawings. However, the details of components 
overlapping with those of Reference Example 1 are 
omitted, and only the differences therebetween will be 
described. 

First, before data reception, the CPU 101 
identifies the transmission protocol for the IC card 



304 cannot store more received data. 

As described above, in this Reference Example , 
the retransmission request signal generation section 
103 performs retransmission referring to the PTS flag 
307 , whereby this embodiment is applicable to the IC 
card conforming to the IEC/IS07816 Standard. 
(Reference Example 3) 

FIG. 3 is a system diagram of an IC card 
reader /writer in accordance with Reference Example 3 
of the related art of the present invention. The IC 
card reader/writer in accordance with this embodiment 
has a function of discarding new data in the case when 
the new data is received when a reception buffer for 
temporarily storing data transmitted from the IC card 
109 cannot store more received data, transmitting a 
retransmission request signal to the IC card 109 and 
giving a notification about overrun detection to the 
outside . 

In FIG. 3 , numeral 120 designates an IC card 
reader /writer , numeral 101 designates a CPU, and 
numeral 109 designates an IC card. Furthermore, in 
the IC card reader /writer 120, numeral 201 designates 
a transmission buffer that temporarily stores 
transmitted data. Numeral 202 designates a parity 
generation section that generates a parity bit from 
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the transmitted data. Numeral 203 designates a 
parallel/serial conversion section that serially 
transmits a start bit, 8-bit transmitted data and a 
parity bit. Numeral 102 designates a retransmission 
request signal generation section that issues a 
retransmission request signal to the IC card 109 and 
is used as a retransmission request means of the 
^elatelart^th^present invention. Numeral 301 
designates a transmission/reception switching section 
that switches between data transmission, to the IC card 
109 and data reception from the IC card 109. Numeral 
302 designates a serial /parallel conversion section 
that receives data transmitted serially from the IC 
card 109 and is used as a receiving means of the 
related art of the present invention. Numeral 303 
designates a parity check section that compares the 
received parity bit with the parity calculated from 
the received data. Numeral 304 designates a reception 
buffer that temporarily stores the received data in 
character units. Numeral 305 designates a reception 
buffer state flag indicating that when the capacity of 
the reception buffer is fully used, the buffer cannot 
store more received data. Numeral 306 designates an 
overrun check section that detects a reception overrun 
on the basis of the reception buffer state flag 305. 
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designates an overrun detection flag that is set when 
a reception overrun is detected. Furthermore, numeral 
1101 designates a pull-up resistor that switches the 
signal level of a data terminal (not shown) ~ to High or 
Low . 

The operation of the IC card reader /writer in 
accordance with this Reference Example configured as 
described above will be described referring to the 
drawings. However , the details of components 
overlapping with those of Reference Example 1 are 
omitted, and only the differences therebetween will be 
described. 

First, data transmitted from the IC card 109 is 
received by the serial/parallel conversion section 302. 
Then, the parity check section 303 performs a check as 
to whether the parity calculated from the 8-bit 
received data coincides with the received parity. 
When there is no coincidence between the parity values, 
a notification is given to the retransmission request 
signal generation section 102, and a retransmission 
request signal is transmitted to the IC card 109. 
Furthermore, when there is a coincidence between the 
parity values, the received data is transmitted to the 
overrun check section 306. The overrun check section 
306 checks the reception buffer state flag 305, 
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discards the received data when the reception buffer 
state flag 305 has been set, and allows the 
retransmission request signal generation section 102 
to transmit a retransmission request signal to the IC 
card 109. The reception buffer state flag 305 is set 
only when the reception buffer 304 cannot store more 
received data. 

The above-mentioned operation is similar to the 
operation in Reference Example 1 ; however, in this 
Reference Example , the overrun detection flag 308 is 
set when the overrun check section 306 detects a 
reception overrun. The state of the overrun detection 
flag 308 is checked by the CPU 101, whereby the CPU 
101 can recognize that an overrun has occurred during 
data reception from the IC card. 

(Reference Example 4) 

FIG. 4 is a system diagram of an IC card 
reader /writer in accordance with Reference Example 4 
of the prior art of the present invention. The IC 
card reader/writer in accordance with this Reference 
Example has a function of transmitting a 
retransmission request signal to the IC card 109 in 
the case when new data is received when a reception 
buffer for temporarily storing data transmitted from 
the IC card 109 cannot store more received data, and 
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request signal in the case when the number of 
continuous retransmission requests has reached a 
predetermined value in the reception of the same data. 

In FIG. 4, numeral 130 designates an IC card 
reader/writer, numeral 101 designates a CPU, and 
numeral 109 designates an IC card. Furthermore, in 
the IC card reader /writer 130, numeral 202 designates 
a parity generation section that generates a parity 
bit from the transmitted data. Numeral 203 designates 
a parallel/serial conversion section that serially 
transmits a start bit, 8-bit transmitted data and a 
parity bit. Numeral 104 designates a retransmission 
request signal generation section that issues a 
retransmission request signal to the IC card 109 and 
is used as a retransmission request means of the 
related art of the present invention. Numeral 301 
designates a transmission/reception switching section 
that switches between data transmission to the IC card 
109 and data reception from the IC card 109. Numeral 
302 designates a serial/parallel conversion section 
that receives data transmitted serially from the IC 
card 109. Numeral 303 designates a parity check 
section that compares the received parity bit with the 
parity calculated from the received data. Numeral 304 
designates a reception buffer that temporarily stores 
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the received data in character units. Numeral 3 05 
designates a reception buffer state flag indicating 
that when the capacity of the reception buffer 304 is 
fully used, the buffer cannot store more received data. 
Numeral 306 designates an overrun check section that 
detects a reception overrun on the basis of the 
reception buffer state flag 305, and is used as an 
overrun detection means of the related art of the 
present invention. Numeral 309 designates an overrun 
detection counter that counts the number of continuous 
retransmission requests in the reception of the same 
data. Numeral 310 designates a retry number register 
that determines the upper limit of the number of 
continuous retransmission requests in the reception of 
the same data and is used as a retransmission request 
number of the related art of the present invention. 
Numeral 311 designates a comparison section for 
comparing the value of the overrun detection counter 
309 with the value of the retry number register 310. 
Furthermore, numeral 1101 designates a pull-up 
resistor that switches the signal level of a data 
terminal (not shown) to High or Low. 

The operation of the IC card reader/writer 
configured as . described above will be described 
referring to the drawings. However, the details of 
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covenants overlapping with those of Reference E.a mpl e. 



1 are 



omitted, and only the differences therebetween will be 
described . 

First, the CPU 101 sets in the retry number 
register 310 the upper limit of the number of 
continuous retransmission requests in the reception of 
the same data transmitted from the IC card 109. 

Next, data transmitted from the IC card 109 is 
received by the serial/parallel conversion section 302. 
Then, the parity check section 303 performs a check as 
to whether the parity calculated from the 8-bit 
received data coincides with the received parity. 
When there is no coincidence between the parity values, 
a notification is given to the retransmission request 
signal generation section 104, and a retransmission 
request signal is transmitted to the IC card 109. 
When there is a coincidence between the parity values, 
the received data is transmitted to the overrun check 
section 306. The overrun check section 306 checks the 
reception buffer state flag 305, discards the received 
data when the reception buffer state flag 305 has been 
set, and allows the retransmission request signal 
generation section 104 to transmit a retransmission 
request signal to the IC card 109. The reception 
buffer state flag 305 is set only when the reception 
buffer 304 cannot store more received data. 
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The above-mentioned operation is similar to the 
operation in Reference Example 1 ; however, in this 
Reference Example, when the overrun check section 306 
detects a reception overrun in one data reception 
operation, 1 is added to the value of the overrun 
detection counter 309; when the overrun check section 
306 does not detect a reception overrun, the value of 
the overrun detection counter 309 is reset. 

The comparison section 311 compares the value of 
the overrun detection counter 309 with the value of 
the retry number register 310; when the value of the 
overrun detection counter 309 has reached the value of 
the retry number register 310, a notification is given 
to retransmission request signal generation section 
104 so as not to request retransmission even if the 
overrun check section 306 detects a reception overrun. 

(Reference Example 5) 

FIG. 5 is a system diagram of an IC card 
reader /writer in accordance with Reference Example 5 
of the present invention. The IC card reader /writer 
in accordance with this Reference Example has a 
function of transmitting a retransmission request 
signal to the IC card 109 in the case when a reception 
buffer for temporarily storing data transmitted from 
the IC card 109 cannot store more received data, not 
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a retransmission request signal in the case when the 
number of continuous retransmission requests has 
reached a predetermined value in the reception of the 
same data, and qivinq a notification that the number 
of continuous retransmission requests in the reception 
of the same data has reached the predetermined value. 

in FIG. 5, numeral 140 designates an IC card 
reader /writer, numeral 101 designates a CPU, and 
numeral 109 designates an IC card. Furthermore, in 
the IC card reader /writer 140, numeral 202 designates 
a parity generation section that generates a parity 
bit from the transmitted data. Numeral 203 designates 
a parallel/serial conversion section that serially 
transmits a start bit, 8-bit transmitted data and a 
parity bit. Numeral 104 designates a retransmission 
request signal generation section that issues a 
retransmission request signal to the IC card 109 and 
is used as a retransmission request means of the 
pla ted art of the present invention. Numeral 301 
"o^nltes a tralsmission/reception switching section 
that switches between data transmission to the IC card 
109 and data reception from the IC card 109. Numeral 
302 designates a serial/parallel conversion section 
that receives data transmitted serially from the IC 
card 109 and is used as a receiving means of the 
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related art of the present 



invention. Numeral 303 designates a parity check 
section that compares the received parity bit with the 
parity calculated from the received data. Numeral 304 
designates a reception buffer that temporarily stores 
the received data in character units. Numeral 305 
designates a reception buffer state flag indicating 
that when the capacity of the reception buffer 304 is 
fully used, the buffer cannot store more received data. 
Numeral 306 designates an overrun check section that 
detects a reception overrun. Numeral 309 designates 
an overrun detection counter that counts the number of 
continuous retransmission requests in the reception of 
the same data. Numeral 310 designates a retry number 
register that determines the upper limit of the number 
of continuous retransmission requests in the reception 
of the same data. Numeral 311 designates a comparison 
section for comparing the value of the overrun 
detection counter 309 with the value of the retry 
number register 310. Numeral 312 designates a retry 
state register that indicates that the number of 
continuous retransmission requests in the reception of 
the same data has reached the value having been set in 
the retry number register 310 and is used as a 
retransmission request state register of the related 
art of the present invention. Furthermore, numeral 
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pull-up resistor that switches the signal level of a 
data terminal (not shown) to High or Low. 

The operation of the IC card reader /writer in 
accordance with this Reference Example configured as 
described above will be described referring to the 
drawings. However, the details of components 
overlapping with those of Reference Example 1 or 4 are 
omitted, and only the differences therebetween will be 
described . 

First, the CPU 101 sets in the retry number 
register 310 the upper limit of the number of 
continuous retransmission requests in the reception of 
the same data transmitted from the IC card 109. 

Next, data transmitted from the IC card 109 is 
received by the serial/parallel conversion section 302. 
Then, the parity check section 303 performs a check as 
to whether the parity calculated from the 8-bit 
received data coincides with the received parity. 
When there is no coincidence between the parity values, 
a notification is given to the retransmission request 
signal generation section 104, and a retransmission 
request signal is transmitted to the IC card 109. 
When there is a coincidence between the parity values, 
the received data is transmitted to the overrun check 
section 306. The overrun check section 306 checks the 



reception buffer state flag 305, discards the received 
data when the reception buffer state flag 305 has been 
set, and the retransmission request signal generation 
section 104 transmits a retransmission request signal 
to the IC card 109. The reception buffer state flag 
305 is set only when the reception buffer 304 cannot 
store more received data. The overrun detection 
counter 309 is reset when no reception overrun is 
detected by the overrun check section 306 at the time 
of data reception; when a reception overrun is 
detected, 1 is added to the value of the counter. The 
comparison section 311 compares the value of the 
overrun detection counter 309 with the value of the 
retry number register 310; when the value of the 
overrun detection counter 309 has reached the value of 
the retry number register 310, a notification is given 
to the retransmission request signal generation 
section 104 so as not to request retransmission even 
if a reception overrun is detected. 

The above-mentioned operation is similar to the 
operation in Reference Example 4 ; however, in this 
Reference Example , when the value of the overrun 
detection counter 309 has reached the value of the 
retry number register 310 in one data reception 
operation in accordance with the comparison by the 
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comparison section 11, the retry 



state register 312 is set. Hence, the CPU 101 can 
recognize the number of retransmission requests on the 
basis of a reception overrun during data reception 
from the IC card. 

(Embodiment 1) 

FIG. 6 is a system diagram of an IC card 
reader /writer in accordance with Embodiment 1 of the 
present invention. The IC card reader /writer in 
accordance with this embodiment has a function of 
making a retransmission request to the IC card 109 
when receiving data transmitted from the IC card 109 
and when a Low signal level is detected while the 
character of the received data is protected , and 
receiving the same data again. 

In FIG. 6, numeral 150 designates an IC card 
reader /writer , numeral 101 designates a CPU, and 
numeral 109 designates an IC card. Furthermore, in 
the IC card reader /writer 150 , numeral 201 designates 
a transmission buffer that temporarily stores 
transmitted data. Numeral 202 designates a parity 
generation section that generates a parity bit from 
the transmitted data. Numeral 203 designates a 
parallel/serial conversion section that serially 
transmits a start bit, 8-bit transmitted data and a 
parity bit. Numeral 105 designates a retransmission 
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request signal generation section that issues a 
retransmission request signal to the IC card 109 and 
is used as a retransmission request means of the 
present invention . 

Numeral 301 designates a transmission/reception 
switching section that switches between data 
transmission to the IC card 109 and data reception 
from the IC card 109. Numeral 302 designates a 
serial/parallel conversion section that receives data 
transmitted serially from the IC card 109 and is used 
as a receiving means of the present invention. 
Numeral 401 designates a frame check section that 
checks the signal level in the character protection 
period and is used as a signal level checking means of 
the present invention. Numeral 303 designates a 
parity check section that compares the received parity 
bit with the parity calculated from the received data. 
Numeral 304 designates a reception buffer that 
temporarily stores the received data. Furthermore, 
numeral 1101 designates a pull-up resistor that 
switches the signal level of a data terminal (not 
shown) to High or Low. 

Furthermore, FIG . 14 is a view illustrating 
received data of one character and signal levels in a 
character protection period in the IC card 
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reader/writer in accordance with this embodiment. 

The operation of the IC card reader/writer in 
accordance with Embodiment 1 of the present invention 
configured as described above will be described 
referring to the drawings. 

First, data transmitted serially from* the IC card 
109 is received by the serial/parallel conversion 
section 302 in character units. At this time, as 
shown in FIG. 14 , because of the difference between 
transmission rates, data 1400 on the transmission side 
results in differing from data 1410 on the reception 
side at the main data portions, that is, the 8-bit 
data portions: 8-bit data 1402 on the side of 
transmitted data and 8-bit data 1412 on the side of 
received data. 

Next, the frame check section 401 checks the 
signal level in the character protection period 
immediately after the received data of one character, 
in other words, checks the signal level of the 2-bit 
portion 1420 behind the parity bit 1413 of the 
received data 1410. When a Low signal level is not 
detected in the character protection period, the 
received data is transmitted to the parity check 
section 303. 

On the other hand, when a Low signal level is 
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detected in the character protection period, the 
following is performed. On the transmission side, the 
character protection period provided between data of 
one character and data is 1 etu (elementary time unit) 
at the" minimum and 2 etu at the maximum, just like a 
character protection period 1404 immediately after the 
data 1400 on the transmission side shown in FIG. 14, 
and the signal level in this period is High; however, 
the signal level in the character protection period 
1420 immediately after the received data 1410 is Low 
entirely or partly because of the difference between 
transmission rates. The frame check section 401 
detects this Low signal level and discards the data. 

When the Low level is detected, the result' of the 
detection is notified to the retransmission reguest 
signal generation section 105, and the retransmission 
request signal generation section 105 transmits a 
retransmission request signal to the IC card 109. 
After receiving input from the frame check section 401, 
on the basis of this, the retransmission request 
signal generation section 105 outputs to the IC card 
109 a retransmission request signal for allowing the 
data having the same character as that of the data 
received once to be transmitted from the IC card 109. 
After receiving the retransmission request signal, the 
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IC card 109 retransmits the data having the same 
character as that of the data transmitted last. 

Next, in the frame check section 401, the 
operation after it is detected that the signal level 
in the character protection period is High is 
performed in a manner similar to that in the 
conventional example. In other words, the parity 
check section 303 performs a check as to whether the 
parity calculated from the 8-bit received data 
coincides with the received parity. When there is no 
coincidence between the parity values, this is 
notified to the retransmission request signal 
generation section 105, and the retransmission request 
signal generation section 105 transmits a 
retransmission request signal to the IC card 109. 
When there is a coincidence between the parity values, 
the received data is stored in the reception buffer 
304. 

As described above, in the IC card reader /writer 
150 in accordance with this embodiment, when the frame 
check section 401 checks the character protection 
period of the data and confirms that the signal level 
in the period is Low, the data received' once is 
retransmitted from the IC card 109 by using the 
retransmission request signal generation section 105, 
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whereby necessary data can be received again even when 
an error occurs in transmission rates. 
(Embodiment 2) 

FIG. 7 is a system diagram of an IC card 
reader /writer in accordance with Embodiment 2 of the 
present invention. The IC card reader /writer in 
accordance with this embodiment has a function of 
making a retransmission request to the IC card 109 
when receiving data transmitted from the IC card 109, 
when a Low signal level is detected while the 
character of the received data is protected and only 
when a transmission protocol is T = 0, and receiving 
the same data again. 

In FIG. 7 , numeral 160 designates an IC card 
reader /writer , numeral 101 designates a CPU, and 
numeral 109 designates an IC card. Furthermore,, in 
the IC card reader /writer 160 , numeral 101 designates 
a CPU, and numeral 201 designates a transmission 
buffer that temporarily stores transmitted data. 
Numeral 202 designates a parity generation section 
that generates a parity bit from the transmitted data. 
Numeral 203 designates a parallel/serial conversion 
section that serially transmits a start bit, 8-bit 
transmitted data and a parity bit. Numeral 106 
designates a retransmission request signal generation 
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section that issues a retransmission request signal to 
the IC card 109 and is used as a retransmission 
request means of the present invention. Numeral 301 
designates a transmission/reception switching section 
that switches between data transmission to the IC card 
109 and data reception from the IC card 109. Numeral 
302 designates a serial/parallel conversion section 
that receives data transmitted serially from the IC 
card 109. Numeral 401 designates a frame check 
section that checks the signal level in the character 
protection period and is used as a signal level 
checking means of the present invention. Numeral 303 
designates a parity check section that compares the 
received parity bit with the parity calculated from 
the received data. Numeral 304 designates a reception 
buffer that temporarily stores the received data. 
Furthermore, numeral 1101 designates a pull-up 
resistor that switches the signal level of a data 
terminal (not shown) to High or Low. 

The operation of the IC card reader /writer 
configured as described above will be described 
referring to the drawings. However, the details of 
components overlapping with those of Embodiment 1 are 
omitted, and only the differences therebetween will be 
described . 
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First, before data reception, the CPU'101 
identifies the transmission protocol for the IC card 
109 through PTS exchange with the IC card 109 
stipulated by IEC/IS07816, and sets the PTS flag 307 
when the transmission protocol is T = 0 

Next, data transmitted serially in character 
units from the IC card 109 is received by the 
serial/parallel conversion section 302 in character 
units.,. Then, the frame check section 401 checks the 
signal level of data of one character in the character 
protection period . 

When a Low signal level is not detected in the 
character protection period, the received data is 
transmitted to the parity check section 303. When a 
Low signal level is detected in the character 
protection period, this is notified to the 
retransmission request signal generation section 106, 
and the retransmission request signal generation 
section 106 transmits a retransmission request signal 
to the IC card 109 when the PTS flag 307 has been set. 

The parity check section 303 performs a check as 
to whether the parity calculated from the 8-bit 
received data coincides with the received parity. 
When there is no coincidence between the parity values 
this is notified to the retransmission request signal 
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generation section 106, and the retransmission request 
signal generation section 106 transmits a 
retransmission request signal to the IC card 109 when 
the PTS flag 307 has been set. When there is a 
coincidence between the parity values, the received 
data is stored in the reception buffer 304. 

As described above, in accordance with this 
embodiment, in addition to the configuration of 
Embodiment 1 , the retransmission request signal 
generation section 106 is allowed to make a 
retransmission referring to the PTS flag 307, whereby 
the present invention is applicable to the IC card 
conforming to the IEC/IS07816 Standard; 

(Embodiment 3) 

FIG. 8 is a system diagram of an IC card 
reader /writer in accordance with Embodiment 3 of the 
present invention. The IC card reader/writer in 
accordance with this embodiment has a function of 
making a retransmission request to the IC card 109 
when receiving data transmitted from the IC card 109 
and when a Low signal level is detected while the 
character of the received data is protected, receiving 
the same data again, and notifying frame error 
detection . 

In FIG. 8, numeral 170 designates an IC card 
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reader/writer, numeral 101 designates a CPU, and 
numeral 109 designates an IC card. Furthermore, in 
the IC card reader /writer 170, numeral 201 designates 
a transmission buffer that temporarily stores 
transmitted data. Numeral 202 designates a parity 
generation section that generates a parity bit from 
the transmitted data. Numeral 203 designates a 
parallel/serial conversion section that serially 
transmits a start bit, 8-bit transmitted data and a 
parity bit. Numeral 105 designates a retransmission 
request signal generation section that issues a 
retransmission request signal to the IC card 109 and 
is used as a retransmission request means of the 
presen t invention. Numeral 301 designates a 
transmission/reception switching section that switches 
between data transmission to the IC card 109 and data 
reception from the IC card 109. Numeral 302 
designates a serial/parallel conversion section that 
receives data transmitted serially from the IC card 
109 and is used as a receiving means of the' present 
invention. Numeral 401 designates a frame check 
section that checks the signal level in the character 
protection period and is used as a signal level 
detection means of the present invention. Numeral 303 
designates a parity check section that compares the 
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received parity bit with the parity calculated from 
the received data. Numeral 304 designates a reception 
buffer that temporarily stores the received data. 
Numeral 402 designates a frame violation flag 
indicating frame error detection. Furthermore, 
numeral 1101 designates a pull-up resistor that 
switches the signal level of a data terminal (not 
shown) to High or Low. 

The operation of the IC card reader /writer in 
accordance with this embodiment configured as 
described above will be described referring to the 
drawings. However, the details of components 
overlapping with those of Embodiment 1 are omitted, 
and only the differences therebetween will be 
described . 

First, data transmitted serially from the IC card 
109 is received by the serial/parallel conversion 
section 302. Then, the frame check section 401 checks 
the signal level in the character protection period. 

When a Low signal level is not detected in the 
character protection period, the received data is 
transmitted to the parity check section 303. The 
parity check section 303 performs a check as to 
whether the parity calculated from the 8-bit received 
data coincides with the received parity. When there 
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is no coincidence between the parity values, this is 
notified to the retransmission request signal 
generation section 105, and the retransmission request 
signal generation section 105 transmits a 
retransmission request signal to the IC card 109. 
When there is a coincidence between the parity values, 
the received data is stored in the reception buffer 
304. 

On the other hand, when a Low signal level is 
detected in the character protection period, this is 
notified to the retransmission request signal 
generation section 105, and a retransmission request 
signal is transmitted to the IC card 109. 

The above-mentioned operation is similar to the 
operation in Embodiment 1; however, in^ this embodiment, 
when the frame check section 401 detects a Low signal 
level, the frame violation flag 402 is set. The state 
of the frame violation flag 402 is checked by the CPU 
101, whereby the CPU 101 can recognize that a frame 
violation has occurred during data reception from the 
IC card. 

(Embodiment 4) 

FIG. 9 is a system diagram of an IC card 
reader /writer in accordance with Embodiment 4 of the 
present invention. The IC card reader /writer in 
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accordance with this embodiment has a function of 
transmitting a retransmission request signal to the IC 
card 109 when receiving data transmitted from the IC 
card 109 and when a Low signal level is detected while 
the character of the received data is protected, and 
not transmitting a retransmission request signal when 
the number of continuous retransmission requests has 
reached a predetermined value in the reception of the 
same data . 

In FIG. 9 , numeral 180 designates an IC card 
reader /writer , numeral 101 designates a CPU, and 
numeral 109 designates an IC card. Furthermore, in 
the IC card reader /writer 180, numeral 101 designates 
a CPU, and numeral 201 designates a transmission 
buffer that temporarily stores transmitted data. 
Numeral 202 designates a parity generation section 
that generates a parity bit from the transmitted data. 
Numeral 203 designates a parallel/serial conversion 
section that serially transmits a start bit, 8-bit 
transmitted data and a parity bit. Numeral 107 
designates a retransmission request signal generation 
section that issues a retransmission request signal to 
the IC card 109 and is used as a retransmission 
request means of the present invention. Numeral 301 
designates a transmission/reception switching section 
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that switches between data transmission to the IC card 
109 and data reception from the IC card 109. Numeral 
302 designates a serial/parallel conversion " section 
that receives data transmitted serially from the IC 
card 109. Numeral 401 designates a frame check 
section that checks the signal level in the character 
protection period and is used as a signal level 
checking means of the present invention. Numeral 303 
designates a parity check section that compares the 
received parity bit with the parity calculated from 
the received data. Numeral 304 designates a reception 
buffer that temporarily stores the received data. 
Numeral 403 designates a frame violation detection 
counter that counts the number of continuous 
retransmission requests in the reception of the same 
data. Numeral 310 designates a retry number register 
that determines the upper limit of the , number of 
continuous retransmission requests in the reception of 
the same data and is used as a retransmission request 
number register of the present invention. Numeral 311 
designates a comparison section that compares the 
value of the frame violation detection counter 309 
with the value of the retry number register 310. 
Furthermore, numeral 1101 designates a pull-up 
resistor that switches the signal level of a data 
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terminal (not shown) to High or Low. 

The operation of the IC card reader /writer 
configured as described above will be described 
referring to the drawings. However , the details of 
components overlapping with those of Embodiment 1 are 
omitted, and only the differences therebetween will be 
described . 

First, the CPU 101 sets in the retry number 
register 310 the upper limit of the number of 
continuous retransmission requests in the reception of 
the same data transmitted from the IC card 109. 

Next, data transmitted from the IC card 109 is 
received by the serial/parallel conversion section 302. 
Then, the frame check section 401 checks the signal 
level in the character protection period. When a Low 
signal level is not detected in the cha-racter 
protection period, the received data is transmitted to 
the parity check section 303. When a Low signal level 
is detected in the character protection period, this 
is notified to the retransmission request signal 
generation section 107, and a retransmission request 
signal is transmitted to the IC card 109. 

The above-mentioned operation is similar to the 
operation in Embodiment 1; however, in this embodiment, 
when the frame check section 401 detects a frame error 
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in one data reception operation, 1 is added to the 
value of the frame violation detection counter 403; 
when the frame check section 401 does not detect a 
frame error, the value of the frame violation 
detection counter 403 is reset. 

The comparison section 311 compares the value of 
the frame violation detection counter 403 with the 
value of the retry number register 310; when the value 
of the frame violation detection counter 403 has 
reached the value of the retry number register 310 , a 
notification is given to retransmission request signal 
generation section 104 so as not to request 
retransmission even if the frame check section 401 
detects a frame error. 

(Embodiment 5) 

FIG. 10 is a system diagram of an IC card 
reader /writer in accordance with Embodiment 5_ of the 
resent invention. The IC card reader /writer in 
accordance with this embodiment has a function of 
transmitting a retransmission request signal to the IC 
card 109 when receiving data transmitted from the IC 
card 109 and when a Low signal level is detected while 
the character of the received data is protected, not 
transmitting a retransmission request signal when the 
number of continuous retransmission requests has 
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reached a predetermined value in the reception of the 
same data, and giving a notification that the number 
of continuous retransmission requests in the reception 
of the same data has reached the predetermined value. 

In FIG. 10, numeral 190 designates an IC card 
reader /writer , numeral 101 designates a CPU, and 
numeral 109 designates an IC card. Furthermore, in 
the IC card reader/writer 130, numeral 201 designates 
a transmission buffer that temporarily stores 
transmitted data. Numeral 202 designates a parity 
generation section that generates a parity bit from 
the transmitted data. Numeral 203 designates a 
parallel/serial conversion section that serially 
transmits a start bit, 8-bit transmitted data and a 
parity bit. Numeral 107 designates a retransmission 
request signal generation section that issues a 
retransmission request signal to the IC card 109 and 
is used as a retransmission request means of the 
present invention. Numeral 301 designates a 
transmission/reception switching section that switches 
between data transmission to the IC card 109 and data 
reception from the IC card 109. Numeral 302 
designates a serial/parallel conversion section that 
receives data transmitted serially from the IC card 
109 and is used as a receiving means of the present 
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invention. Numeral 401 designates a frame check 
section that checks the signal level in the character 
protection period and is used as a signal level 
checking means of the present invention. Numeral 303 
designates a parity check section that compares the 
received parity bit with the parity calculated from 
the received data. Numeral 304 designates a reception 
buffer that temporarily stores the received data. 
Numeral 403 designates a frame violation detection 
counter that counts the number of continuous 
retransmission requests in the reception of the same 
data. Numeral 310 designates a retry number register 
that determines the upper limit of the number of 
continuous retransmission requests in the reception of 
the same data. Numeral 311 designates a comparison 
section that compares the value of the frame violation 
detection counter 403 with the value of the retry 
number register 310. Numeral 312 designates a retry 
state register that indicates that the number of 
continuous retransmission requests in the reception of 
the same data has reached the value having been set in 
the retry number register 310 and is used as a 
retransmission request state register of the present 
invention. Furthermore, numeral 1101 designates a 
pull-up resistor that switches the signal level of a 
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data terminal (not shown) to High or Low. 

The operation of the IC card reader /writer in 
accordance with this embodiment configured as 
described above will be described referring to the 
drawings. However, the details of components 
overlapping with those of Reference Example 5 or 
Embodiment 4 are omitted, and only the differences 
therebetween will be described. 

The operation of the IC card reader /writer 
configured as described above will be described 
referring to the drawings. 

First, the CPU 101 sets in the retry number 
register 310 the upper limit of the number of 
continuous retransmission requests in the reception of 
the same data transmitted from the IC card 109. 

Next, data transmitted from the IC card 109 is 
received by the serial/parallel conversion section 302 . 
Then, the frame check section 401 checks the signal 
level in the character protection period. When a Low 
signal level is not detected in the character 
protection period, the received data is transmitted to 
the parity check section 303. When a Low signal level 
is detected in the character protection period, this 
is notified to the retransmission request signal 
generation section 107, and a retransmission request 



signal is transmitted to the IC card 109. The frame 
violation detection counter 403 is reset when data is 
received and when no frame error is detected by the 
frame check section 401; when a frame error is 
detected, 1 is added to the value of the counter. The 
comparison section 311 compares the value of the frame 
violation detection counter 403 with the value of the 
retry number register 310; when the value of the frame 
violation detection counter 403 has reached the value 
of the retry number register 310 , a notification is 
given to the retransmission request signal generation 
section 107 so as not to request retransmission even 
if a frame error is detected. 

The above-mentioned operation is similar to the 
operation in Embodiment _4; however, in this embodiment, 
when the value of the frame violation detection 
counter 403 has reached the value of the retry number 
register 310 in one data reception operation in 
accordance with the comparison by the comparison 
section 11, the retry state register 312 is set. 
Hence, the CPU 101 can recognize the number of 
retransmission requests on the basis of a frame error 
during data reception from the IC card. 

Although the unit of data to be processed once by 
the IC card reader/writer is one character in each of 
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the above-mentioned embodiments, this is an example, 
and data may be processed in desired processing units; 
furthermore, the 8-bit data portion in accordance with 
the embodiments is an example, and the size of the 
data portion may be larger or smaller than 8 bits. 
Moreover, the object to be checked by the signal level 
checking means of the present invention may have a 
character protection period larger or smaller than 2 
etu indicated in the embodiments. Briefly speaking, 
the signal level checking means of the present 
invention may check the signal size at a given point 
in a predetermined period after a reception period in 
which data comprising a main data portion, a start bit 
and a parity bit is received. 

Furthermore, in the above-mentioned explanations, 
the IC card reader /writer s in accordance with the 
embodiments of the present invention are explained; 
however, the present invention may be realized by a 
medium that holds programs and/or data for carrying 
out all or parts of the functions of all or parts of 
the means of the above-mentioned present invention by 
using a computer and can be read by the computer, 
wherein the above-mentioned programs and/or data 
having been read carry out the above-mentioned 
functions in cooperation with the above-mentioned 
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computer . 

Still further, the present invention may be 
realized by an information collection comprising 
programs and/or data for carrying out all or parts of 
the functions of all or parts of the means of the 
above-mentioned present invention by using a computer, 
wherein the above-mentioned functions are carried out 
in cooperation with the above-mentioned computer. 

Still further, in the above-mentioned description, 
the data includes data structures, data formats, data 
types, etc. Still further, the medium includes 
recording media, such as ROM, transmission media, such 
as the Internet, and transmission media, such as light, 
radio wave and sound wave. Still further, the data 
holding medium includes recording media for recording 
programs and/or data and transmission media for 
transmitting programs and/or data, for example. 

Still further, in the case of a recording medium, 
such as ROM, for example, processable by computer 
means that the medium can be read by computer; in the 
case of a transmission medium, processable by computer 
means that programs and/or data to be transmitted can 
be handled by computer as the result of transmission; 
and an information collection includes software, such 
as programs and/or data. 
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Hence, as described above, the configuration of 
the present invention may be realized by software or 
realized by hardware. 

As described above, in accordance with the 
present invention, frame errors and reception overruns 
that cannot be detected by conventional IC card 
reader/writers are detected, retransmission is 
requested by using the function of making a 
retransmission request at the time when a parity error 
is detected, and the same data is received again, 
whereby data transmitted from an IC card can be 
received securely. 
Industrial Applicability 

As clarified from the above descriptions, the 
present invention can securely receive data even when 
the capacity of the reception buffer is small and can 
improve the detection rate of transmission errors due 
to the influence of noise or the like, thereby having 
an advantage of being able to realize more secure data 
transmission . 



- 60 - 



n o o & o „ o .1 h o p 



CLAIMS 

1 , (canceled) 

2. (Canceled) 
3 . (canceled) 
4. (canceled) 
5 . (canceled) 

6. An IC card reader /writer comprising: 
receiving means that receives a signal 

transmitted from an IC card and including data in 
predetermined processing units to be transmitted with 
a protection period held therebetween, 

signal level checking means that, in the case 
when said receiving means receives said data in said 
predetermined processing units, checks the level of 
said signal in a predetermined period after a 
predetermined reception period for receiving said data, 
and 

retransmission request means that discards said 
data in said predetermined processing units and 
requests said IC card to retransmit data having the 
same content as that of said discarded data when said 
signal level checking means detects a predetermined 
level at least in the whole or parts of said signal in 
said predetermined period. 

7. The IC card reader /writer in accordance with 
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claim 6, wherein said signal level checking means 
detects the level of said signal of the minimum unit 
in said predetermined period immediately after said 
reception period . 

8. The IC card reader /writer in accordance with 
claim 6 or 7, further comprising: 

a PTS flag that is set only when said IC card can 
retransmit said data in character units, wherein 

said retransmission request means requests said 
IC card to retransmit said received data when said 
signal level checking means has detected said 
predetermined signal level in said predetermined 
period and said PTS flag has been set. 

9. The IC card reader /writer in accordance with 
claim 6 or 7 , further comprising a frame violation 
flag that is set when said signal level checking means 
detects said predetermined signal level in said 
predetermined period. 

10. The IC card reader /writer in accordance with 
claim 6 or 7 , further comprising: 

a frame violation detection counter that counts 
the number of times said predetermined signal is 
detected in said predetermined period by said signal 
level checking means , 

a retransmission request number register that 
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determines the maximum of the number of times said 
predetermined signal is detected, and 

comparing means that compares the number of times 
counted by said frame violation detection counter with 
the value of said retransmission request number 
register, wherein 

when the number of times said predetermined 
signal is detected in said predetermined period has 
reached a predetermined number of said retransmission 
request number register as the result of the 
comparison by said comparing means, said 
retransmission request means does not request 
retransmission of data having the same character as 
that of said received data. 

11. The 1C card reader /writer in accordance with 
claim 10, further comprising a retransmission request 
state register that notifies that the number of times 
said predetermined signal level is detected in said 
predetermined period has reached the number determined 
in said retransmission request number register. 

12. (canceled) 
13 . (canceled) 
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304 . , . RECEIVING BUFFER 

305. . .RECEIVING BUFFER STATUS FLAG 

306. . . OVERRUN INSPECTING SECTION 

303... PARITY INSPECTING SECTION 

302. . .SERIAL/ PARALLEL CONVERTING SECTION 

3 01 . . . TRANSMISSION/RECEPTION SWITCHING SECTION 

102. . . RESENDING REQUEST SIGNAL GENERATING SECTION 

201 . TRANSMITTING BUFFER 

202... PARITY GENERATING SECTION 

203 ... PARALLEL/ SERIAL CONVERTING SECTION 

109. . . IC CARD 



(57) Abstract: There have 
been a problem that if the 
capacity of a receiving 
buffer is small, data cannot 
be reliably received and 
another problem that 
the rate of detection of 
transmission errors caused 
by influence of noise is 
low. The IC card connector 
comprises a receiving 
buffer status flag (305) set 
up when a receiving buffer 
(304) cannot hold any more 
data, an overrun inspecting 
section (306) for detecting 
reception of another data 
while the receiving buffer 
status flag (305) is set up, 
and a resending request 
signal generating section 
(102) for requesting an 
IC card to resend the 
received data if the overrun 
inspecting section (306) 
detects overrun. If a 
receiving buffer (304) 
receives another data 
though the receiving buffer 
(304) cannot hold any 
more data, the IC card is 
requested to resend the 
data, and the same data is 
received again. 
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acknowledge the duty to disclose information which is material to patentability as defined in 37 CFR § 
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(Filing Date) 
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Kenneth N. Nigon Reg. No. _31 t 549 Pamela b. Politls Reg. No. 47 Jfifi 

Allan Ratner Reg. No. 19.717 James C. Simmon6 Reg. No. 24. 642 

Camllle Jolly-Tornetta Reg. No. 48,692 



Address all correspondence to: ftllan Ratner 

Ratner & Prestla. Suite 301. OneTWesIMes, Berwvn, P.O. Box 960. Valley Forge. PA 19482-0980 
Address all telephone calls to: Allan Ratner at (61 0) 407-0700. ~~ 

I hereby declare that all statements made herein of my own knowledge are true and that all 
statements made on information and belief are believed to be true; and further that these statements 
were made with the knowledge that willful false statements and the like so made are punishable 
by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and that 
such willful false statements may jeopardize the validity of the application or any patent Issued thereon. 

Full name of sole or first inventor (given name, family name) Mikihiko YAMAfiA 



inventor's signature \ fA fei \i\ fzo 



Date May 31, 2002 



Residence Ibaraki-shi , Osaka JAPAN Jp^c 
Citizenship Japan ese 

Poet office Address 1Q~8 , 3~chome, Shindo, Ibaraki^shi, 
Osak a 667-0835 JAPAN 

Full name of second Joint inventor, if any (given name, family name) 



Second Inventor's signature . 

Residence 

Citizenship 

Post Office Address 



Dale 



n 



Additional Inventors are being named on separately numbered sheets attached hereto. 
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